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HSARPA SOLICITATION FOR
SMALL BUSINESS INNOVATION RESEARCH

1.0 PROGRAM DESCRIPTION

1.1 Introduction

The Homeland Security Advanced Research Projects Agency, hereafter referred to as HSARPA,
invites small business firms to submit proposals under this solicitation for the Small Business
Innovation Research (SBIR) Program. Firms with the capability to conduct research and
development (R&D) in any of the topic areas described in Section 8.0 ommercialize the
results of that R&D, are encouraged to participate.

Obijectives of the HSARPA SBIR Program include stimulating

R&D results.

The Federal SBIR Program is mandated by the
1982 (PL 97-219, as amended by PL 106-5
in accordance with the Small Business Ad
SBIR program presented in this solicitation
specifically identified by HSARPA.

. PA SBIR program is
istration (SBA) irective, 2002. The
ientific hnical innovation in areas
ig’solicitation incorporate and
proposals based on scientific and
eland security and the private

proposed the succesgful completion of which is a prerequisite for further HSARPA support
in Phase I1. Phase | success includes evaluations of the extent to which Phase Il
results would ha otential to yield a product or process of continuing importance to DHS
and/or the private sector. Bidders are encouraged to consider whether the research or research and
development they are proposing to HSARPA also has private sector potential, either for the

proposed application or as a base for other applications.

Subsequent Phase Il awards will be made to firms on the basis of results of their Phase | and the
scientific, technical, and commercial merit of the Phase Il proposal. Phase Il awards are $750,000
in cost and do not exceed 24-months period of performance. Phase Il is the principal research or
research and development effort and is expected to produce a well-defined deliverable prototype.
A more comprehensive proposal will be required for Phase I1.



Under Phase 111, the small business is expected to obtain funding from the private sector and/or
non-SBIR Government sources to develop the prototype into a viable product or non-R&D service
for sale in Government and/or private sector markets.

Only proposals submitted in response to this solicitation will be considered for Phase | award.
Only proposals submitted in response to topics contained in this solicitation will be accepted.

Proposers who were not awarded a contract in response to a prior SBIR solicitation are free to
update or modify and re-submit the same or modified proposal if it is responsive to any of the
topics listed in Section 8.0.

For Phase 11, no separate solicitation will be issued and no unsolicited propesals will be accepted.

HSARPA is not obligated to make any awards und awards are
subject to the availability of funds. HSARPA is i pended by the
proposer before award of any contract.

1.3 Proposer Eligibility and Limitations
Each proposer must qualify as a small busi h and development purposes

proposing firm. For Phase I, a
be performed by the proposing work’is usually measured by both direct and
indirect costs. For both Phase | a i 2mployment of the principal investigator must
be with the small ’ ard and during the conduct of the proposed
effort. Primary one-half of the principal investigator's time is

spent with the ess. Prlmar employment with a small business concern precludes full-
time emp For both Phase I and Phase 11, all research or research

and devglopment work mu d by the small business concern and its subcontractors in
the Uni

Joint ve imi rtngrships are permitted, provided that the entity created qualifies as a
small bus with the Small Business Act, 15 USC 631, and the definition
included in

1.4 Research and Analytical Work

a. For Phase I, a minimum of two-thirds of the research and/or analytical work must be
performed by the proposing firm unless otherwise approved in writing by the contracting officer.

b. For Phase 11, a minimum of one-half of the research and/or analytical work must be
performed by the proposing firm, unless otherwise approved in writing by the contracting officer.
The percentage of work is usually measured by both direct and indirect costs, although proposers
planning to subcontract a significant fraction of their work should verify how it will be measured
with their contracting officer during contract negotiations.



1.5 Conflicts of Interest

Awards made to firms owned by or employing current or previous Federal Government employees
could create conflicts of interest for those employees in violation of federal law. Such proposers
should contact the cognizant Ethics Counselor from the employee’s Government agency for
further guidance.

1.6 Questions About SBIR and Solicitation Topics
HSARPA SBIR questions/information.
a. Help Desk. All questions about this solicitation, the proposal preparatios

submission should be submitted via the website: http://www.hsarp
Help Desk toll free number: 1-800-754-3043.

and electronic

d. Technical Questions about Solicitati ed for pre-release
on the HSARPA Website from 14 May, . During this time, you
may email topic questions to fa . are a proposal for the
FY04.2 solicitation. Techni€a
manner. Contact with HS [ solicitation closing date, is

://www.hsarpasbir.com website during the
and other information relevant to the topic

a. Basic Re . Scientific study and experimentation to provide fundamental
knowledge required for the solution of problems.

b. Exploratory Development. A study, investigation or minor development effort
directed toward specific problem areas with a view toward developing and
evaluating the feasibility and practicability of proposed solutions.

c. Advanced Development. Proof of design efforts directed toward projects that
have moved into the development of hardware for test.



d. Engineering Development. Full-scale engineering development projects for
Department of Homeland Security (DHS) or first responder use but which have
not yet received approval for production.

2.2  Small Business

A small business concern is one that at the time of award of a Phase | or Phase Il contract is:

a. Organized for profit, with a place of business located in the United States, which operates
primarily within the United States or which makes a significant contribution to the United
States economy through payment of taxes or use of American products, materials, or labor;

corporation, joint venture, association, trust or cooperative; € the form is a

entities in the joint venture;
c. At least 51 percent owned and controlled by o individua tizens of, or

permanent resident aliens in, the United Sta i ajointeventure, where
each entity to the venture must be 51 per or more
individuals who are citizens of, or per, i jens in, thelnited States; and

A small business that is at the tipfi€ ard of e Il contract, at least 51 percent
owned by one or more socially @nhd economice i individuals, as defined in 13 CFR

8124.103 ("Who is socially disa@ 24.104 ("Who is economically
disadvantaged?").

Any contract or ered into between any Federal Agency and any small business concern
for the performance of experimental, developmental, or research work funded in whole or in part
by the Federal Government.

2.6 Subcontract

A subcontract is any agreement, other than one involving an employer-employee relationship,
entered into by an awardee of a funding agreement calling for supplies or services for the
performance of the original funding agreement. This includes consultants. See Section 3.5.b(9).



2.7 Commercialization

The process of developing marketable products or services and delivering products or services for
sale (whether by the originating party or by others) to Government or commercial markets.

2.8 Essentially Equivalent Work

This occurs when (1) substantially the same research is proposed for funding in more than one
contract proposal or grant application submitted to the same Federal agency; (2) substantially the
same research is submitted to two or more different Federal agencies for review and funding

consideration; or (3) a specific research objective and the research desig mplishing an

See www.sbha.gov/hubzone for more details.

2.10 Service-Disabled Veteran
A veteran with a disability that is service ¢
United States Code.
2.11 Small Business Concern
A small business concern that:

one or more service-disabled veterans or, in
less than 51 percent of the stock of which is

a. not ent of which is owned by one or more veterans or, in the case of any
iness, not less than 51 percent of the stock of which is owned by one or

more; and

b. the management and daily business operations of which are controlled by one or more
veterans.

2.13 United States

"United States” means the fifty states, the territories and possessions of the Federal Government,
the Commonwealth of Puerto Rico, the Republic of the Marshall Islands, the Federated States of
Micronesia, the Republic of Palau, and the District of Columbia.



2.14 SBIR Technical Data
All data generated during the performance of an SBIR award.

2.15 SBIR Technical Data Rights

The rights a small business concern obtains in data generated during the performance of any SBIR
Phase I, Phase I1, or Phase 111 award that an awardee delivers to the Government during or upon
completion of a federally funded project, and to which the Government receives a license.

3.0 PROPOSAL PREPARATION INSTRUCTIONS AND REQUIREMENTS

3.1 Proposal Requirements

A proposal to any topic under the HSARPA SBIR Program is t6 g
persuade HSARPA that the proposed work represents an in i

3.2 Proposal Checklist
Those responding to this solicitati

a.
b. gpsite (http://www.hsarpasbir.com) and prepare
ite. A complete proposal consists of the proposal
c pic criteria specified and the cost on the cover sheets
d. e cover sheet contains NO proprietary information. Mark
ithin the technical proposal as instructed in Section 5.4.
e t in thegéchnical proposal, including the option (if applicable), includes the

f. The header on each page of your technical proposal should contain your company name,
topic number, and proposal number. (The header may be included in the one-inch margins.)

g. Limit your proposal to 25 pages.

I. Use a type size no smaller than a 12-point font on standard 8 1/2 " X 11" paper with one (1)
inch margins

J. The technical proposal shall not be in two-column format.



Note: Public access to the internet is available at most public libraries, local schools or a Small
Business Development Center (SBDC) in your area.

3.3 Proprietary Information

If information is provided that constitutes a trade secret, proprietary commercial or financial
information, or personal information or data, it will be treated in confidence to the extent permitted
by law, provided it is clearly marked in accordance with Section 5.4. The cost proposal
information will be treated as proprietary whether or not it is indicated.

3.4 Limitations on Length of Proposal

This solicitation is designed to reduce the investment of t|me and COS to smal in preparlng a

research or research and development proposal of no more than 253 )posal cover
sheet and cost proposal. Promotional and non-project rel The space
allocated to each will depend on the problem chosen a g Jproach. In

the interest of equity, pages in excess of the 25-pag ion (i i : efits, appendices,

or references) will not be considered for review

3.5 Phase I Proposal Format

a. Proposal Cover Sheets. Prepare th ovided on the electronic
submission website http://www.hsarpasbir. i nical abstract of the
N nd potential commercial
ign a proposal number. You may

applications. Once you save thg
edit the cover sheet as often as
they* print out. If your proposal is selected for
pated benefits will be publicly released on the
ietary infofmation in these sections. CLASSIFIED

ingle file that covers the following items in the order given
age 3 (since the cover sheets are pages 1 and 2) and put
osal number in the header of each page. (The header may
.) The technical proposal file must be in Portable Document

Perform a e uploading the technical proposal file. If a virus is detected, it may
cause rejection osal. The technical proposal should be a single file, including graphics
and attachments. Do not lock or encrypt the file you upload.

(1) Identification and Significance of the Problem or Opportunity. Define the specific
technical problem or opportunity addressed and its importance. (Begin on Page 3 of your
proposal.)

(2) Phase I Technical Objectives. Enumerate the specific objectives of the Phase | work,
including the questions it will try to answer to determine the feasibility of the proposed
approach.

10



(3) Phase I Work Plan. Provide an explicit, detailed description of the Phase | approach. The
plan should indicate what is planned, how and where the work will be carried out, a
schedule of major events, and the final product to be delivered. The Phase | effort should
attempt to determine the technical feasibility of the proposed concept. The methods
planned to achieve each objective or task should be discussed explicitly and in detail. This
section should be a substantial portion of the total proposal.

(4) Related Work. Describe significant activities directly related to the proposed effort,
including any conducted by the principal investigator, the proposing firm, consultants, or
others. Describe how these activities interface with the proposed project and discuss any
planned coordination with outside sources. The proposal mustg eviewers of the

not directly related to the proposed effort but similar. Prg 9: (&) short

and phone number), and (c) date of completion.

(5) Relationship with Future Research or Rese
anticipated results of the proposed approac j 9)Discuss the
significance of the Phase | effort in provigli i earch or research
and development effort.

es your company's
ederal Agencies, and/or

(6) Commercialization Strategy. Des

ill be performed meet environmental laws and regulations of federal,
al governments for, but not limited to, the following groupings:
, waterborne effluents, external radiation levels, outdoor noise, solid and

bulk waste disposal practices, and handling and storage of toxic and hazardous materials.

(9) Subcontactors/Consultants. Involvement of a university or other subcontractors or
consultants in the project may be appropriate. (see Section 2.6) If such involvement is
intended, it should be described in detail and identified in the cost proposal. A minimum of
two-thirds of the research and/or analytical work in Phase I, as measured by direct and
indirect costs, must be carried out by the proposing firm, unless otherwise approved in
writing by the contracting officer. No portion of a SBIR award may be subcontracted back
to any Federal Government Agency or Federally Funded Research and Development
Centers (FFRDCs). SBA may issue a case-by-case waiver to this provision after review of

11



the written justification that includes the following information: (a) an explanation of why
the SBIR research project requires the use of the Federal/FFRDC facility or personnel,
including data that verifies the absence of non-federal facilities or personnel capable of
supporting the research effort; (b) why the Agency will not and cannot fund the use of the
Federal/FFRDC facility or personnel for the SBIR project with non-SBIR money; and (c)
the concurrence of the small business concern’s chief business official to use the Federal/
FFRDC facility or personnel. Award is contingent on the sponsoring agency obtaining a
waiver.

(10) Prior, Current, or Pending Support of Similar Proposals or Awards. Warning -- While
it is permissible, with proposal notification, to submit identica

following information:

(a) Name and address of the Federa
submitted, or from which an aw

(b) Date of proposal submi
(c) Title of proposal.
(d) Name and title of pr

under which the proposal was submitted, will

(e) Title, number, and da
' expected or has been received.

be submitted, or under \

is no need to p mation on each and every item. What matters is that enough information
be provided to understand how the proposer plans to use the requested funds if the contract is
awarded.

(1) List all key personnel by name as well as by number of hours dedicated to the project as
direct labor.

(2) Special tooling and test equipment and material cost may be included under Phases | and I1.
The inclusion of equipment and material will be carefully reviewed relative to need and
appropriateness for the work proposed. The purchase of special tooling and test equipment
must, in the opinion of the Contracting Officer, be advantageous to the Government and

12



should be related directly to the specific topic. These may include such items as innovative
instrumentation and/or automatic test equipment. Title to property furnished by the
Government or acquired with Government funds will be vested with HSARPA unless it is
determined that transfer of title to the contractor would be more cost effective than
recovery of the equipment.

(3) Cost for travel funds must be justified and related to the needs of the project. HSARPA
requests that you budget, as a minimum, travel to attend a one day meeting with HSARPA
Program Management. Reasonable “indirect’ travel costs may include this one day
meeting. This meeting may consist of a Phase | Kick-Off meeting or a presentation of your
project findings to your Phase | Program Manager. Hence, tra pically be held at

the HSARPA program manager requirement.
(4) Cost sharing is permitted for proposals under this soligitati aring is not

plete the

Cost Proposal. If additional cost proposal information i i it mayPe placed at the

documentation to the HSARPA co ts (e.g., a brief explanation of
cost estimates for equipment, ma 3 ntractors). For more information
: ublication called “Information for

Phase | i i y from a group of Phase | performers as HSARPA
underst s involve enormous work and expense. The HSARPA
Program ger for the applicable topic will invite Phase 1l Proposals based upon site visits,

technical objec number of Phase 11 Proposal invitations will depend upon the number
of Phase I awards made in the topic, the funding available, and the quality of the Phase |
research. HSARPA reserves the right to invite all, some, or none of the Phase | awardees in a
topic to submit Phase Il proposals. The invitation to submit a Phase Il Proposal will be made no
sooner than two thirds (2/3) into the Phase | period of performance (example: four months into a
six month period of performance). HSARPA expects to award approximately 10 Phase Il
proposals from the 30 phase | FY04.2 awards.

13



3.8 Phase Il Proposal Format

A Phase Il proposal can be submitted only by a Phase | awardee and only in response to a request
from the HSARPA Program Manager; that is, Phase 11 is not initiated by this solicitation, but by
invitation by the respective Phase | HSARPA Program Manager. Phase Il Proposal length is
limited to 50 pages, using a type size no smaller than a 12-point font on standard 8 % X 11” paper
with one (1) inch margins. No two-column format is allowed.

a. Each Phase Il proposal must contain a Proposal Cover Sheet, Technical Proposal,
and Cost Proposal. See section 3.5. In addition, each Phase 11 proposal must contain a

two-page commercialization strategy, addressing the following g ons, and a Company
Commercialization Report.

b. Commercialization Strategy
1. What is the first product that this technology wil
2. Who will be your customers, and what is yo

3. How much money will you need to brin 6 ow will you
raise that money?

4. Does your company contain mar i i 0 you intend to bring
that expertise into the company?

5. Who are your competitors, and w ality advantage over your
competitors?

d Phase Il offerors.

3.9 False Statements

Knowingly and willfully making any false, fictitious, or fraudulent statements or representations
may be a felony under the False Statement Act (18 U.S.C. §1001), punishable by a fine of up to
$10,000, up to five years in prison, or both.

14



4.0 METHOD OF SELECTION AND EVALUATION CRITERIA

4.1 Introduction

Phase | proposals will be evaluated on a competitive basis and will be considered to be binding for
six (6) months from the date of closing of this solicitation unless the offeror states otherwise. If
selection has not been made prior to the proposal's expiration date, offerors will be requested as to
whether or not they want to extend their proposal for an additional period of time. Proposals
meeting stated solicitation requirements will be evaluated by scientists or engineers knowledgeable
in the topic area. Proposals will be evaluated first on their relevance to the chosen topic. A
proposal that meets the goals of a solicitation topic but does not use the approach specified in

useful.)

Proposals found to be relevant will then be evaluated usi iteri g | ion 4.2. Final
decisions will be made based upon these criteria and ¢ s i i
possible duplication of other work and program bal
proposals, every effort will be made to protect t :
evaluations. There is no commitment by HS y topic, to make a
specific number of awards or to be responsi i the proposer before
award of a contract.

For proposals that have been selected.fe ernment Contracting Officer will
draw up an appropriate contract t re work begins. Any negotiations
that may be necessary will be c@hducted betv d the Government Contracting

Officer. It should be noted that Oh cting officer has the authority to enter
into a contract on behalf of the

offeror must be registered in the Central Contractor
Registration (CC . i ion regarding registration, call 1-888-227-2423 or visit

will be
commi unding, the possible duplication with other research or
researc balance, budget limitations, and the potential of a successful
Phase Il t leading to a product of continuing interest to DHS. HSARPA is not obligated to
make any s under Phase 11, and all awards are subject to the availability of funds. HSARPA
IS not respons onies expended by the proposer before award of a contract.

Upon written request and after final award decisions have been announced, a debriefing will be
provided to unsuccessful offerors on their Phase 11 Proposals (see Section 6.4). Restrictive notices
notwithstanding, Phase 11 Proposals may be handled, for administrative purposes only, by support
contractors. All support contractors are bound by appropriate non-disclosure agreements.

4.2 Evaluation Criteria - Phase |

HSARPA plans to select for award those proposals offering the best value to the Government and
the nation considering the following factors in decreasing order of importance:

15



a. The soundness, technical merit, and innovation of the proposed approach and its
incremental progress toward topic or subtopic solution.

b. The qualifications of the proposed principal/key investigators, supporting staff, and
consultants. Qualifications include not only the ability to perform the research and
development but also the ability to commercialize the results.

c. The potential for commercial (Government or private sector) application and the benefits
expected to accrue from this commercialization as assessed utilizing the criteria in Section
4.4,

Where technical evaluations are essentially equal in merit, cost to the
schedule will be considered in determining the successful offeror.

aent and length of

Technical reviewers will base their conclusions only on infor ¢ ined i yroposal. It
cannot be assumed that reviewers are acquainted with the fi ; referenced
experiments. Relevant supporting data such as journal arti i /
publications, etc., should be contained or referenced i ards the 25-

page limit.

4.3 Evaluation Criteria — Phase 11

The Phase Il proposal will be reviewed for overa
of importance:

iteria below in decreasing order

d costs of the effort to be performed will be examined to

offer the best value to the Government. Where technical

essentially gqual in merit, cost to the Government and length of schedule will be
miningdhe successful offeror.

Phase Il Proposa
personnel.

ations may include on-site evaluations of the Phase I effort by Government

Phase Il Fast Track proposals. Under the regular Phase Il evaluation process, the Fast Track
proposals utilize the same three criteria as the Phase Il proposals. However, for projects to qualify
for the Fast Track (as discussed in Section 4.5), HSARPA will evaluate the Phase Il Proposal
under a separate, expedited process in accordance with the above criteria, and may select these
proposals for Phase Il award provided attracted matching cash from an outside investor,
presumptively meet criterion (b). Selection of the proposal and award of a Fast Track proposal is
not mandated and HSARPA retains the discretion not to select or fund any Fast Track proposal.

16



4.4 Assessing Commercial Potential of Proposals

The commercial potential of a proposal will be assessed using the following criteria:

a.

its commercialization strategy in item a, above.
GOVERNMENT TRANSITION OF THE PROPO

The proposer's commercialization strategy (see Section 3.5.b(6)) and, as discussed in that
strategy:

(1) any commitments of additional investment in the technology during Phase Il from the
private sector, prime contractors, non-SBIR programs, or other sources, and

(2) any Phase 111 follow-on funding commitments; and

ented a streamlined Fast Track
from an outside investor for the
IR funding on those projects that are
products that DHS and others will buy and

process for SBIR proje
Phase 1l SBIR effort.

the SBIR Phase Il Fast Track. To qualify for the SBIR Fast
must be invited to submit a Phase Il proposal. The company is
scuss the application with the SBIR program manager. The awardee is
to follow Phase Il proposal instructions and guidance, but provide the Fast Track Phase 11
documentation and request for matched funding.

1. A Fast Track proposal must be submitted electronically on the HSARPA Electronic
Submission website (www.hsarpasbir.com).

2. The proposing company and its outside investor must:

17



(a) State that the outside investor will match funding in the SBIR Phase Il Fast
Track proposal, in cash, contingent on the company's selection for Phase 1l
award. The matching rates needed to qualify for the Fast Track are as
follows:

The outside investors must commit a minimum of $100,000 up to a maximum
of $500,000. HSARPA will match up to 50% of funds received if the
proposal is selected for funding. The SBIR Phase Il awards will be made for a
maximum of $750,000 and the Fast Track award will be made for a maximum
of $250,000. The total cumulative government award he Phase 11 plus the
Fast Track match cannot exceed $1,000,000.

(b) Certify that the outside funding proposed i in 5 as a "Fast

Track investment,” and the investor estor," as
defined above.
3. A Fast Track proposal must provide a lette the company,

SBIR Fast Track fundingyii company's selection for
Phase Il award.
(b) A brief state
the investor
and develop

ing that portion of the effort that
may pay for additional research
project or, alternatively, they may
in the Phase Il statement of work,

assessment of the market for this particular SBIR
e ability of the company to bring this technology to

The com prepare its Phase Il Fast Track proposal according to Phase Il
submission ins ion, and including the items listed above.

Also, in order to qualify for the Fast Track, the company:

Must certify, within 60 days after being notified that it has been selected for Phase Il
award, that the entire amount of the matching funds from the outside investor has been
transferred to the company. Certification consists of a letter, signed by both the company
and its outside investor, stating that "$ in cash has been transferred to our

18



company from our outside investor in accord with the SBIR Fast Track procedures." The
letter must be sent to the HSARPA appointed contracting office along with a copy of the
company's bank statement showing the funds have been deposited. IMPORTANT: If the
HSARPA contracting office does not receive, within the 45 days, this certification
showing the transfer of funds, the company will be ineligible to compete for a Phase 1l
award not only under the Fast Track but also under the reqular Phase Il competition,
unless a specific written exception is granted by the Component's SBIR program
manager. Before signing the certification letter, the company and investor should read
the cautionary note at Section 3.8. If the outside investor is a non- SBIR program, it must
provide a line of accounting within the 45 days that can be accessee

c. Additional Reporting Requirement. In the c 's fi | progress report; it
must include a brief accounting (in the co e investor's
funds were expended to support the proj

5.1 Phase | Awards

a. Number of Phase | A awards will be consistent with the
agency's budget and the nu contracts. No Phase | contracts will be
awarded until all ifi 3 i accordance with Section 6.2) on a specific
topic have bee : i otified of selection/non-selection within three

Il winning proposals will be funded under negotiated
e fee or profit consistent with normal profit margins

ort over a period not to exceed six months (subject to negotiation).
ws agencies to award Phase | contracts up to $100,000 without

d. Timing of Phase | Awards. The anticipated time between the date that this solicitation
closes and the award of the Phase | is less than six (6) months.
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5.2 Phase Il Awards

a. Number of Phase Il Awards. The number of Phase Il awards will depend upon the
results of the Phase | efforts and the availability of funds. HSARPA anticipates that
approximately 30 percent of its Phase | awards will result in Phase Il projects.

b. Type of Funding Agreements. Each Phase Il proposal selected for an award will be
funded under a negotiated contract or other agreement type and may include a reasonable
fee or profit consistent with normal profit margins provided to profit-making firms for
R/R&D work.

d. Timing of Phase Il Awards. Phase Il awards
possible, to maintain the momentum of the P
process is an attempt to identify expeditio
Il awards. HSARPA reserves the right

Phase | performers.

5.3 Phase | Report

a. Content. A final report | i Or €a ct. The report must contain in
detail the project objectives

, "Réport Documentation Page," will be used
entation Page may be printed from the

ility Statement) of the SF 298, "Report Documentation Page™ with
statements:

ublic release; distribution unlimited.

(b) Distribution authorized to U.S. Government Agencies only; contains proprietary
information. Note: HSARPA, after reviewing the company's entry in block 12a, has
final responsibility for assigning a distribution statement.

(3) Block 13 (Abstract) of the SF 298, "Report Documentation Page™ must include as the first
sentence, "Report developed under SBIR contract for topic [insert solicitation topic
number]. The abstract must identify the purpose of the work and briefly describe the work
carried out, the finding or results and the potential applications of the effort. Since the
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abstract will be published by HSARPA, it must not contain any proprietary or classified
data.

(4) Block 14 (Subject Terms) of the SF 298 must include the term "SBIR Report."

c. Submission. The company shall submit an electronic copy of the final report on each Phase
I project in accordance with the Phase | contract and negotiated schedule. The submission
schedule will normally be within 15 days after completion of the Phase | technical effort.
Detailed submission instructions will be provided at contract award and on the HSARPA
Website: www.hsarpasbir.com.

5.4 Commercialization Updates in Phase Il

If, after completion of Phase I, the contractor is awarded a Rha €
shall be required to periodically update the following co ializati he Phase

a. Sales revenue from new products and no the Phase I
technology;

b. Additional investment from source IR/ISTTR program in
activities that further the development apd/or co i ase Il technology;

c. Whether the Phase Il technology ha i i PA system or acquisition

program and, if so, which syste

The specific ule (including payment amounts) for each contract will be incorporated
into the contract upon completion of negotiations between the HSARPA and the successful Phase |
or Phase Il offeror. Successful offerors may be paid periodically as work progresses in accordance
with the negotiated price and payment schedule. Phase | contracts are primarily fixed price
contracts, under which monthly payments may be made. The contract may include a separate
provision for payment of a fee or profit. Final payment will follow completion of contract
performance and acceptance of all work required under the contract. In all cases, DHS must make
payment to recipients under SBIR funding agreements in full, subject to audit, on or before the last
day of the 12-month period beginning on the date of the completion of award. Other types of
financial assistance may be available under the contract.
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Phase Il Funding awards may be Cost-Plus contracts or other types of funding agreements.
Progress payments are allowed in accordance with the negotiated price and payment schedule.
Provisions for payment of a fee or profit are also allowable. Final payment will follow completion
of contract performance and acceptance of all work required under the agreement. In all cases,
DHS must make payments to recipients under SBIR funding agreements in full, subject to audit,
on or before the last day of the 12-month period beginning on the date of the completion of award.

5.6 Markings of Proprietary Proposal Information

The proposal submitted in response to this solicitation may contain technical and other data that
the proposer does not want disclosed to the public or used by the Gove Qr any purpose

If proprietary information is provided by a proposer i es a tpade secret,
proprietary commercial or financial information, or i i itaWill be treated
in confidence, to the extent permitted by law, proyi ion i y marked by the
proposer with the term "PROPRIETARY" ( i ial" provided that the
following legend that appears on the Propo

"For any purpose other than to evaluate the
not be disclosed outside the Government.a ated, used, or disclosed in whole or
in part, provided that if a contra ' result of or in connection with
the submission of this data, the overnment ight to duplicate, use or disclose the
data to the extent provided in t I striction does not limit the
Government's right to use informati i he data if it is obtained from another source
without restriction. The data subje this restricti@n is contained on the pages of the proposal

, each page of the proposal containing proprietary data
must be marked with the following legend:

n a particular page is proprietary, the proposer should so note by
including the word "PROPRIETARY" (not "Company Confidential™) in both the header and footer
on that page. The Government assumes no liability for disclosure or use of unmarked data and may
use or disclose such data for any purpose.

In the event properly marked data contained in a proposal in response to this solicitation is
requested pursuant to the Freedom of Information Act, 5 USC 8552, the proposer will be advised
of such request and prior to such release of information will be requested to expeditiously submit
to HSARPA a detailed listing of all information in the proposal which the proposer believes to be
exempt from disclosure under the Act. Such action and cooperation on the part of the proposer will
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ensure that any information released by HSARPA pursuant to the Act is properly determined.
Classified Phase | proposals will not be accepted under the HSARPA SBIR program.

5.7 Copyrights

With prior written permission of the contracting officer, the awardee may copyright (consistent
with appropriate national security considerations, if any) material developed with HSARPA
support. HSARPA receives a royalty-free license for the Federal Government and requires that
each publication contain an appropriate acknowledgment and disclaimer statement.

5.8 Patents

Small business firms normally may retain the principal worldwid
developed with Government support. The Government receivessé
reserves the right to require the patent holder to license othets i
requires that anyone exclusively licensed to sell the inve
manufacture it domestically. To the extent authorized
make public any information disclosing a Governm ion Tara period of five
years to allow the awardee to pursue a patent.

invention
or its use,
stances, and

5.9 Technical Data Rights
Rights in technical data, including software,

types of provisions required by the Federal Acquisition Regulations
that will be in Phase | contract. This is not a complete list of provisions to be included
in Phase | contracts, nor does it contain specific wording of these clauses. Copies of complete
general provisions will be made available prior to award.

a. Standards of Work. Work performed under the contract must conform to high
professional standards.

b. Inspection. Work performed under the contract is subject to Government inspection and
evaluation at all reasonable times.
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c. Examination of Records. The Comptroller General (or a fully authorized representative)
shall have the right to examine any directly pertinent records of the contractor involving
transactions related to this contract.

d. Default. The Government may terminate the contract if the contractor fails to perform the
work contracted.

e. Termination for Convenience. The contract may be terminated at any time by the
Government if it deems termination to be in its best interest, in which case the contractor
will be compensated for work performed and for reasonable termination costs.

f. Disputes. Any dispute concerning the contract that cannot be rg
be decided by the contracting officer with right of appeal.

agreement shall

(that is, receives overtime pay).
h. Equal Opportunity. The contractor will not

employee or applicant for employm i i d veteran or veteran of
the Vietnam era.

J. Affirmative Action for Handica . i t discriminate against any
] is physically or mentally
handicapped.

k. Officials Not to Benefit; b e to Congress, shall benefit from the
contract.

son or agency has been employed to solicit or
i@ for compensation except bona fide employees or
by the contractor for the purpose of securing business.

rminated by the Government if any gratuities have been

ontractor shall report each notice or claim of patent
performance of the contract.

p. American-Made Equipment and Products. When purchasing equipment or a product
under the SBIR funding agreement, purchase only American-made items whenever
possible.

5.11 Contractor Registration

Before HSARPA can award a contract to a successful proposer under this solicitation, the proposer
must be registered in the Central Contractor Registration (CCR) database. The CCR allows Federal
Government contractors or firms interested in conducting business with HSARPA to provide basic

24



information on business capabilities and financial information. To register, visit www.ccr.gov or
call 1-888-227-2423.

5.12 Invention Reporting

SBIR awardees must report inventions to the awarding agency within two (2) months of the
inventor’s report to the awardee. The reporting of inventions may be accomplished by submitting
paper documentation, including fax, or through the Edison Invention Reporting System at
www.iedison.gov.

5.13 Additional Information

a. General. This Program Solicitation is intended for informg ~ d reflects
current planning. If there is any inconsistency between e ini i 1ed herein
and the terms of any resulting SBIR contract, the ter )

c. Proposal Preparation Costs. The G i i afly monies expended
by the proposer before award of any;

e. Unsolicited Proposals.
Program in either Phase

ursuant to a proposal submitted under this
g required to certify that he or she has not

Proposal
« Technical Proposal,
« Cost Proposal, and
« Commercialization Plan (Phase 11 Proposals only).

6.1 Electronic Proposal Submission

For complete electronic proposal submission on the HSARPA electronic submission website, first
prepare the proposal cover sheet (select "Prepare/Edit Phase | Cover Sheet” from the Main Menu).
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The website will assign the cover sheet a proposal number, which will be used for tracking
throughout the submission process. Prepare the technical proposal in a single PDF file, check it for
viruses, and upload it to the submission website, following instructions on the website. The cost
proposal may be submitted either using the on-line form or as the last page(s) of your technical
proposal file. Technical proposals should be a single file, including all graphics and attachments,
should have the company name and proposal number (from the cover sheets) in the header, and
should be in Portable Document Format (PDF). Offerors are responsible for performing a virus
check on each technical proposal prior to uploading. Every uploaded file will be scanned for
viruses. If a virus is detected, the file will be deleted and may cause rejection of the proposal. Once
uploaded, the technical proposal file may be viewed or downloaded frogagthe, ebSIte by clicking
on the Check Upload button. Offerors are responsible for verifying ical proposal was
received and converted properly. Technical proposals may be uple ecessary, each

ded as often 3

time overwriting the file previously submitted. Once a file is ov version is
NOT retrievable. Offerors electing to modify their proposa pugh time
to upload a complete updated proposal. Failure to provi

solicitation closing will render the offeror’s proposal e offeror

proposals is 4:00 pm ET 14 July, 2004 Prop ubmitted to the HSARPA
submission website by the specified i isSion means that the entire
proposal (including the following chnical proposal, and cost
proposal) has been properly co the HSARPA submission website.
The solicitation deadline is fir ear, heavy traffic on the web server may

ted in the solicitation after the exact time specified for
considered unless it is received before award is made, the

ne working day prior to the date specified for receipt of proposals; or

(2) There is acceptable evidence to establish that it was received at the Government installation
designated for receipt of offers and was under the Government's control prior to the time
set for receipt of offers; or

(3) Itis the only proposal received.

Acceptable evidence to establish the time of receipt at the Government installation includes
documentary evidence of receipt maintained by the installation, or oral testimony or statements of
Government personnel. Offerors are responsible for checking their proposal submission through
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the HSARPA electronic submission website (click on the Check Proposal icon to the right of the
proposal number) to confirm that the proposal package is complete and readable. Proposals may be
withdrawn by written notice received at any time prior to award. Proposals may also be withdrawn
in person by an offeror or his authorized representative, provided his identity is made known and
he signs a receipt for the proposal.

Any modification or revision may not make the proposal longer than 25 pages. Notwithstanding
the above, a late modification of an otherwise successful proposal which makes its terms more
favorable to the Government will be considered at any time it is received and may be accepted.

Additional guidance regarding Phase 11 Proposal submission will be prouided to selected Phase |
awardees during the Phase | period of performance, and will also be

http://hsarpasbir.com website.

6.2 Notification of Proposal Receipt
Notification of receipt of proposal will be provided via

6.3 Information on Proposal Status

Evaluation of Phase | proposals and award of i I information on
proposal status will be available until the fi i ontracting officers
may contact any and all qualified proposers tions will be posted on
the HSARPA SBIR website when all selecte otiated for award within six
months of the solicitation closing dé

Evaluation of Phase Il Proposal§ wi ine i ndividual proposals. HSARPA
reserves the right to make Phas increme ase Il proposals are received and

y request is not entitled to a debriefing, although untimely
odated at the Government's discretion.

All correspond g to proposals should cite the SBIR solicitation number, proposal
number, and specific topic number.

7.0 SCIENTIFIC AND TECHNICAL INFORMATION

Scientific and technical reference information is provided with each individual topic provided in
Section 8.0.

8.0 TECHNICAL TOPICS

This section contains detailed topic descriptions outlining the technical areas in which HSARPA
requests proposals. Topics are listed and numbered separately.
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HSARPA invests in programs offering the potential for revolutionary changes in technologies that
promote homeland security or accelerates the prototyping and deployment of technologies that
reduce homeland vulnerabilities. Thus, the HSARPA SBIR goal is to pursue as many innovative
research ideas and concepts that promote homeland security with the potential for
commercialization.

HSARPA has identified technical topics to which small businesses may respond in the first fiscal
year (FY 2004) solicitation (FY04.2). Please note that these topics are UNCLASSIFIED and only
UNCLASSIFIED Phase | proposals will be entertained. Although the topics are unclassified, the
subject matter may be considered to be a “critical technology.” If you plan to employ Non-U.S.
citizens in the performance of an HSARPA SBIR contract, please ideg g.individuals in your

will be accepted or considered for award. Proposal ittéd in accordance
with the instructions below.

HELPFUL HINTS:

Consider the file size of the technical propo
« Perform a virus check.
« Signature is no longer requi

HSARPA Phase 11 i respective Phase | HSARPA Program
Manager. Phase itati i : Ipoafprogress toward meeting the Phase | technical

A support cont has S|gned appropriate non-disclosure agreements (NDAs) and non-
conflict of interest forms will handle the proposals for administrative purposes only. HSARPA
selects proposals for funding based on technical merit and the evaluation criteria contained in this
solicitation document.

As funding is limited, HSARPA reserves the right to select and fund only those proposals
considered to be superior in overall technical quality and highly relevant to the DHS mission. As a
result, HSARPA may fund more than one proposal in a specific topic area if the technical quality
of the proposal(s) is deemed superior, or it may not fund any proposals in a topic area. Each
proposal submitted to HSARPA must have a topic number and must be responsive to only one
topic.
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« Cost proposals will be considered to be binding for 180 days from closing date of
solicitation.

« Successful offerors will be expected to begin work no later than 30 days after contract
award.

« For planning purposes, the contract award process is normally completed within 45 to 60
days from issuance of the selection notification letter to Phase | offerors.

8.1 HSARPA TOPICS -- HSARPA Small Business Fiscal Year 04 Publication 2

H-SB04.2-001 CROSS-DOMAIN ATTACK CORRELA OLOGIES
H-SB04.2-002 REAL-TIME MALICIOUS CODE ID#
H-SB04.2-003 ALTERNATIVES TO CL; IN MU

PURIFICATION

H-SB04.2-004 WIDE-AREA TOXIC INDU,
NEUTRALIZATION

H-SB04.2-005 INNOVATIVE TEC DANVEAPONS OR
EXPLOSIVE DET

H-SB04.2-006 IMPROVED AND ARMENTS FOR
EMERGENCY RES
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SBIR TOPIC NUMBER: H-SB04.2-001

TITLE: CROSS-DOMAIN ATTACK CORRELATION TECHNOLOGIES
TECHNOLOGY AREAS: Cyber Security

OBJECTIVE: Develop a system to efficiently correlate information from multiple intrusion
detection systems (IDSes) about “stealthy” sources and targets of attacks in a distributed fashion
across multiple environments.

DESCRIPTION: Classical intrusion detection systems (IDS) are either host-based or network-
based, but in either case are typically constrained within one administre main (e.g., the

and activities.
Since the IDS data is sufficiently noisy, littl er-scale malicious
activities without tremendous manual effor i i istributed system for

requires some infrastructure to st etwork conditions. By expanding the
approach to include ultlple dom it iblgito identify attackers who may harness
dlds in IDS systems. Also, this information can

Homeland
correlation an

ions. Phase | must demonstrate the ability to do simple attack event
information across a minimum of two administrative domains.

PHASE II: Develop a potentially commercially viable laboratory prototype of the cross-domain attack
correlation system. Phase Il prototypes must demonstrate that the attack correlators exhibit performance
and cost advantages over the best available commercial technology for the same class of attack traffic
and can, in fact, correlate traffic from multiple administrative domains.

PHASE 11l - COMMERCIAL APPLICATIONS: New technology successfully developed in this
program with transition to commercial internet and network security products for federal, state, and local
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Homeland Security applications. In addition, this technology has commercial potential for similar DoD
applications.

REFERENCES:

V. H. Berk, and R. S. Gray and G. Bakos, Using Sensor Networks and Data Fusion for Early
Detection of Active Worms, Proceedings of the SPIE Aerosense conference, Orlando Florida,
April 2003

C. Krugel, T. Toth and C. Kerer. Decentralized event correlation for intrusien.detection. ICISC,

December 2001.
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SBIR TOPIC NUMBER: H-SB04.2-002
TITLE: REAL-TIME MALICIOUS CODE IDENTIFICATION
TECHNOLOGY AREAS: Cyber Security

OBJECTIVE: Develop technologies to detect anomalous network payloads destined for any
service or port in a target machine in order to prevent the spread of destructive code through
networks and applications. These technologies should focus on detecting “zero day attacks”, the
first appearance of malicious code for which no known defense has been constructed.

has many uses, including, but not limited to, the detection
executables in the case of hacker attacks against compu

available to inspect packet payload contents i is legitimate or not.
Further, the detection of illegitimate packet i plemented by
“signature based” detection systems that sca iNg signature.

Many existing technologies focus
focus on the protocol payloads.
not conform to the protocols th:
could restrict the delivery of ma
shouldn’t be transporting the ma

wever, these technologies do not
on identifying payloads that do

en they are transported by protocols that
example, providing restrictive mechanisms
ious code carrier, to certain ports on the

ty, and advantage of using real-time malicious code detection
hase | examples must demonstrate a prototype (including
ter known attacks directed at a known system service and/or port.

detector. Pha es must demonstrate that the real-time malicious code detectors exhibit
detection performance and cost advantages over the best available commercial anomaly detectors for the
same class of attack traffic.

PHASE Il COMMERCIAL APPLICATIONS: New technology successfully developed in this
program with transition to commercial internet and network security products for federal, state, and local
Homeland Security applications. In addition, this technology has commercial potential for similar DOD
applications.

REFERENCES:
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S. Soman, C. Krintz, and G. Vigna, Detecting Malicious Java Code Using Virtual Machine
Auditing, Proceedings of the 12th USENIX Security Symposium 153-167 Washington, DC
August 2003

C. Kruegel and G. Vigna, Anomaly Detection of Web-based Attacks, Proceedings of the 10th
ACM Conference on Computer and Communication Security (CCS '03) Washington, DC
October 2003

KEYWORDS: Intrusion Detection, Anomaly Detection, Malicious Code Defense, Viruses

S
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SBIR TOPIC NUMBER: H-SB04.2-003
TITLE: ALTERNATIVES TO CL, IN MUNICIPAL WATER PURIFICATION
TECHNOLOGY AREAS: Infrastructure Protection

OBJECTIVE: Identify and produce quantities of an alternative to Chlorine for the purpose of
disinfecting municipal water supplies in a more cost effective and safer manner than currently
exists.

DESCRIPTION: Chlorine is the main product of choice among several different municipal
water treatment facilities across the nation. Several studies have shown thatfacilities that use
Chlorine are attractive targets to the terrorist communities at large.

facilities could potentially threaten between 100,000 and a milliog : 000 facilities
could potentially threaten between 10,000 and 100,000 people A CO of a worst-
case scenario associated with a release of a hazardous che i ses at a

chemical facility involves the catastrophic failure of a chi@ri i ‘ ich'could

locations. Another focus of this program is i se the amount of
disinfection byproducts associated with the i

safety oOf identified alternatives. Alternatives
iing residual properties to prevent microbial re-

tment of Homeland Security, Characteristics and Common

Vulnerabiliti hemical Facilities, Version 1 (Rev. 1), July 17, 2003.

KEYWORDS: chlorine, water purification, filtration
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SBIR TOPIC NUMBER: H-SB04.2-004
TITLE: WIDE-AREA TOXIC INDUSTRIAL CHEMICALS (TICs) NEUTRALIZATION
TECHNOLOGY AREAS: Infrastructure Protection

OBJECTIVE: Identify and demonstrate safer and more cost-effective alternatives to using
typical neutralization techniques (acid/base reactions, hydrolysis, and physical removal for wide
area TIC neutralization.

DESCRIPTION: Current methods of decontamination have shortcomings regardlng their
deployment Cost of storage, requirement of personal protectlve equipmen

PHASE II: Develop and conduct a commergially viable Iabora
least two wide area TIC neutralization proto
than current practice.
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SBIR TOPIC NUMBER: H-SB04.2-005

TITLE: INNOVATIVE TECHNIQUES FOR CONCEALED WEAPONS OR
EXPLOSIVE DETECTION AT ADISTANCE

TECHNOLOGY AREAS: Emergency Preparedness and Response

OBJECTIVE: Develop innovative techniques to detect concealed explosives or metallic and non-
metallic weapons at a safe distance. Both detection of weapons and detection of explosives at a
safe distance are desired. Proposals can be submitted for the detection of just non-metallic and
metallic weapons, or just for explosives at safe distances.

DESCRIPTION: Current fielded concealed weapons and/or explosi evices operate at close
range, typically less than 0.5 meters in portal, hand-wand or hand4he i oncepts are sought
for the detection of concealed explosives or metallic and non-meta on persons under

clothing in controlled environments, such as building entry C ngs) or
rting events, at

non-metallic and metallic weap and/or field demonstration of that system
against representative or surroga

PHASE I1I: Com ogy successfully developed and demonstrated in this
program should gecurity products for federal, state, and local Homeland
Security appligations:dmaddition, this‘technology has potential for other commercial detection

> , January 2003
2. Ha etectors for Use in Concealed Weapon and Contraband Detection,

3. Guide to the Technologies of Concealed Weapon and Contraband Imaging and Detection
NIJ Guide 602-00, February 2001

KEY WORD: Explosives, Weapons, Detection, Security
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SBIR TOPIC NUMBER: H-SB04.2-006

TITLE: IMPROVED AND INNOVATIVE COOLING GARMENTS FOR EMERGENCY
RESPONDERS

TECHNOLOGY AREAS: Personal Protective Equipment (PPE), Materials

OBJECTIVE: Identify and design improved and innovative cooling garments for emergency
responders.

DESCRIPTION: A HAZMAT team will spend, on average, 30 — 60 minutes in a hazardous

many hours in a hostage scenario or other challenging environme
under other gear that an emergency responder wears — body ar

using readily available means while being
Any battery power should utilize common b ment should be minimal
in size, rugged and power compatib hicte power. Testing should be
easily accomplished to ensure itg g should be done using water-

based methods.

Research on innovative designs Gan,i terials, novel cooling systems and methods
of integration with existing PPE. : i i isti

ecifically the component level design, demonstration of the
e mass of filter material required, would also be appropriate.

ify the design of an improved or innovative cooling garment that meets
weight require bs), cooling requirements (200 BTU/hr for 65-85 degrees F and 425 BTU/hr
for 70-120 degrees F), and power requirements (10 W for 65-85 degrees F and 35 W for 70-120 degrees
F). The design must permit the removal of perspiration-generated moisture from the body and not
contain toxic materials.

PHASE II: Develop a working model and production process for the manufacture of the cooling
garment. The design and working model must take into account the surface temperature of the
skin/cooling system interface, the flow rate of the active systems, the inlet temperature for active
systems, the heat capacity of the heat sink, the metabolic rate of the user and clothing, and
environmental factors.
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PHASE I1l COMMERCIAL APPLICATIONS: The technology successfully developed in this project
will have multiple commercial applications, including PPE applications, sports and extreme weather
applications.

REFERENCES:
“New Suits Chill CBRN Responders”, Fire Chief, May 1, 2003, (www.firechief.com)

Probasco, Kathleen M. and Mogle, Robert D., “The 21* Century First Responder — the Vision”, PNNL-
SA-30163, Pacific Northwest National Laboratory, Richland, Washingtog

KEYWORDS: cooling garment, personal protective equipment, g “
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8.2 HSARPA FY2004.2 Phase | SBIR Checklist

Page Numbering
1 Number all pages of your proposal consecutively

[ Total for each proposal is 25 pages inclusive of cover sheets, technical proposal, cost
proposal and resumes

] Beyond the 25-page limit do not send appendices, attachments ange

additional
references

Proposal Format:

[ Cover Sheet, Technical and Cost proposals MUST,
http://www.hsarpasbir.com

The Technical Proposal addresses:

[ Identification and Significance of Pr
[ Phase | Technical Objectives

[ Phase | Work Plan
[ Related Work

[ Relationship with FuturéResearch anc
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